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e-discovery: revolution or evolution?

December 1st, 2006 marked the implementation of new rules in the United Sates’

Although the new rules are few in number,
they are collectively referred to by some
commentators as a “revolution” because
they shift the evidentiary focus of U.S.
court proceedings from paper to electronic
data. “This taken together with the recent
headlines regarding the SWIFT case might
lead one to conclude that the U.S. has de-
veloped an over ardent zeal for the acqui-
sition of electronic data. However, more
careful analysis reveals that e-discovery and
other requests for electronic data simply
represent established U.S. legal principles
adapting to the realities of evolving new
technology”, says John Jennings.

John Jennings is an accomplished attorney
with expertise in international business law,
antitrust and competition law, European
Union law, bankruptcy litigation and busi-
ness litigation. He has more than 20 years
experience in jury trials as well as in appel-
late practice in federal circuits, including the
U.S. Supreme Court. Before joining Lawfort,
he played a leading role in two Kansas City
firms where he built an international prac-
tice. John Jennings is an author and fre-
quent speaker on EU competition law and
U.S. antitrust matters. He has relocated to
Belgium for family reasons.

As a veteran litigator, John Jennings brings
fresh insight directly from recent major case

experience into the effect of the “elec-
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court procedure to facilitate so-called “e-discovery,” requiring the production

of electronic data as evidence in civil court cases. As a veteran litigator, John

Jennings brings fresh insight into the effect of the “electronic discovery

revolution” happening in America.

tronic discovery revolution” (e-discovery)
happening in America. “Basically, if you are
involved in litigation in the United States,
your opponent will have nearly unrestricted
access to your e-mails, hard drives, serv-
ers, back-up tapes and even your PDA. And
while such access is a two-way street — you
also have access to your opponent’s elec-
tronic data — the burdens of dealing with
and reviewing this electronic information
are daunting and the costs can be extreme-
ly high.”

What is e-discovery?

Jennings: “I think its easier to start with the
word “discovery” which if you are not a law-
yer probably doesn’t make a lot of sense in
itself. In American civil proceedings — crimi-
nal and civil are completely separate in the
United States - because the jury system is
much more facts and documents oriented
in terms of evidence, the parties have the
opportunity to ask each other questions in
writing which have to be answered under
oath, ask each other for documents and to
talk each other’s witnesses also under oath
and in front of a court reporter. That phase
is called “discovery’. And that is not new:
that’s been around for 70 years. But what is
new is that in the last 10 years people start-
ed asking for emails and electronic docu-
ments such as Word, Excel and PDF files,
and that area of discovery has grown to the

extent that in my opinion it is now more
significant than the old “normal” area of
discovery. Companies can find themselves in
very difficult circumstances, for instance if

The new rules offer a
‘safe harbor’ provision
that did not exist in
the past with respect

to electronic data that
was innocently lost

or destroyed. This
provision actually protects
companies from sanctions
when data destruction is
the result of the routine,
good-faith operation

of their electronic
information system.

the opposing party requests all e-mails and
you are a big company that would poten-
tially be thousands of gigabytes of informa-
tion. And someone has to go through it all
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to determine what’s relevant, what’s not,
what’s privileged, and what’s not. It’s enor-
mously time consuming and expensive. That
is e-discovery or electronic discovery.”

pact of e-discovery in the U.S
the European companies

If you are, for instance, a Belgian compa-
ny with no business operation outside of
Belgium and nothing going on in the US,
this is probably of general interest but not
urgent for you to understand. But a lot of
Belgian companies are now international
and are doing business in the United States
including some which have branch offices
or a sales force in the US and thus subject
to the jurisdiction of American courts. So
those companies are going to have to be
alert to this and be prepared for it just as
any American company has to be aware of it
and be ready to deal with it in the event of
litigation.

“Once involved in litigation in the U.S., Eu-
ropean companies are of course subject to
U.S. rules of procedure. Under U.S. civil
procedure, the parties, or more accurately
their attorneys, have the power to conduct
investigations into the facts. With the de-
velopment of widespread computerization,
U.S. attorneys began asking opponents not
only for paper documents but also docu-
ments that might exist only in electronic
format, such as e-mails. In recent years the
preference has shifted from paper docu-
ments to requests for electronic documents,
not only e-mails but word processing files,
spreadsheets and PDFs found on hard
drives, servers, back-up tapes and the like.
These novel developments were treated by
the courts with deliberation and the law in
this area grew incrementally by analogy to

existing rules.”

Once litigation hits, you have the abso-
lute duty to stop destroying data and that
includes automatic overwriting. So if your
server is updating itself every night and
overwriting deleted files, you may have to
stop that once your are involved in a U.S.

court procedure. Many companies have
found to their distress that is not easy — al-
though it sounds easy because you can call
your IT department and say “You better
stop’. But if you have multiple servers and
multiple locations it’s very difficult to com-
ply and it is more or less on an emergency
basis so to be prepared is to be aware of
this in advance.

”0f course, the financial world is not ex-
empt. In addition, in the United States of
course we have Sarbanes-Oxley with its
record-keeping requirements. There is also
the Graham-Leach-Bliley Act which is a pri-
vacy act regarding financial institutions” ob-
ligations with respect to the maintenance
and protection of personal private data. So
you have a legal duty to keep and protect
some records while on the other hand you

may be dealing with the difficulties of com-

4 John Jennings: ‘All these record-keeping requirements
that now include electronic records, balanced on the other
hand with the potential to get involved in litigation and
have e-discovery requests and comply with e-discovery,
and add another layer if you are a European company
you have to comply with the data protection directive, I
think that electronic compliance has to be more than an

afterthought.’

plying with electronic discovery requests. So
for banking and financial services, in addi-
tion to e-discovery, there are many data-re-
lated compliance issues which can be quite

complex.”

E-DISCOVERY

The amendments to the Federal Rules
of Civil Procedure on the discovery of
electronically stored information (e-

discovery) cover five areas:

- the definition of discoverable material;

- the early attention to issues relating
to e-discovery, including the format of
production;

- the discovery of electronically stored
information from sources that are not
reasonably accessible;

- the procedure for asserting claim of
privilege or work product protection
after production;

- a“safe harbor” limit on sanctions under
Rule 37 for the loss of electronically
stored information as a result of the
routine operation of computer systems

(www.uscourts.gov)
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How long should
information be kept?

On the e-discovery side, there is no stated
time period. It has to be reasonable and
based on good faith. It can be done on a
business necessity basis, for instance.

The Federal Rules of Civil Procedure were
amended on December Tst of 2006 to im-
plement e-discovery. In the amendment it
is said that if electronic documents are de-
stroyed in good faith pursuant to regular
records keeping practise, for instance eve-
rything over 5 years is simply deleted and
we never see it again, a party cannot be
sanctioned for failure of not still having that
document. It does not say ‘five years,” but a
‘routine, good-faith system’.

On the other side, Sarbanes-Oxley, the Gra-
ham-Leach-Bliley Act, the U.S. Tax Code,
and Securities and Exchange Commission
Rules, all do have stated periods of years to
retain such data.

Being unprepared
can be very costly

Companies that are involved in litigation

in the U.S. have a duty to preserve docu-
ments and data that they know or should
have reason to know may be used as or re-
lated to evidence in a trial. And that is a
very tricky standard because how and when
are you supposed to know? In the US, the
rule is when you knew or reasonably should
have known that you are going get sued for
firing this person or for breaching this con-
tract, that you have a duty to preserve all
evidence and related documents including,
as mentioned before, stopping your elec-
tronic system from automatically overwrit-
ing and deleting documents.

Secondly, if you do get involved in litigation
and someone asks for these documents,
you’ll have to produce the relevant docu-
ments which typically means going into all
your documents to figure out which docu-

ments are relevant.
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Thirdly, there is a possibility in special cir-
cumstances that you will have to restore a
back up tape or retrieve archived data.

And last but not least, don’t forget that a
company could face very significant fines
and sanctions if found in violation of these
rules. This was, for instance, the situation
with Arthur Andersen in the Enron case.
Also in 2006, Morgan Stanley & Co. Inc.
agreed to pay a $15 million civil fine to set-
tle federal requlators’ charges that it repeat-
edly failed to provide tens of thousands of
e-mails that the government sought in ma-
jor investigations over the years. Another
interesting case was Zubulake versus UBS
Warburg LLC. Zubulake, a female employee,
sued her employer UBS Warburg for sex dis-
crimination and failure to promote. Several
UBS employees allegedly deleted e-mails
relevant to Zubulake’s claims, and several
backup tapes that contained these and oth-

Electronic compliance
has to be more than an
afterthought. It really
has to move up on the
list of corporate priorities
in order to avoid finding
yourself unprepared at
some crucial point.

er relevant e-mails were missing. As a result,
a number of e-mails containing relevant in-
formation were irretrievably lost, while oth-
ers were produced after the close of discov-
ery. As a sanction, the court ordered UBS to
pay Zubulake’s attorneys’ fees and expens-
es relating to the issues. Judgment against
UBS was ultimately $29.2 million, due to
e-mail evidence and the court’s sanctioning

instructions to the jury.

Most of European companies
are not aware of the situation

Jennings: “I think that most of European
companies are not aware of the situation
and | suppose | am being a little bit of an
evangelist to promote this and sound the
warning bell. | would say that most Euro-
pean lawyers don’t know too much about
e-discovery and | assume for their clients,
banks and insurance companies it’s the

same.

Generally speaking of bank and financial in-
stitutions, between Sarbanes-Oxley, Basel
I, USA Patriot Act, etc..., all these record-
keeping requirements that now include
electronic records, balanced on the other
hand with the potential to get involved in
litigation and have e-discovery requests and
comply with e-discovery, and add another
layer if you are a European company you
have to comply with the data protection di-
rective, | think that electronic compliance
has to be more than an afterthought. It re-
ally has to move up on the list of corporate
priorities in order to avoid finding yourself
unprepared at some crucial point.”




